OCHOBBI BE3OITACHOCTHU B CETU UHTEPHET
BBenenue

B Hacrosimee Bpemsa MHTEpHET SIBISETCS HEOTHEMIJIEMOW YaCThIO KU3HU
OOJBIIMHCTBRA Jt0JIeH. M AeTh He cTaliu UCKITIOUEHUEM, B CBS3U C YEM OCTPO CTOUT
npobjieMa uX O€30MacHOCTU B TIJIOOATBHOM CETH, a TakKe HEe0OXOIUMOCTh
dbopMUpOBaHUS Y HUX MPEACTABICHUN O BUPTYaJlbHOM U peajbHOM Mupe. OnHoun
W3 3ajJa4 OPraHOB BHYTPEHHHUX JeJI SBJSIETCS pa3paboTKa WHHOBAIIMOHHBIX
MOJXOJIOB, MO3BOJISIONIMX HE TOJILKO HAYUYUTh peOeHKa 0e30MacHOMY MOBEJICHUIO,
HO M 3aMHTEPECOBaTh €r0 B JAJIbHEUILEM JEJIUTHCS MOJYYEHHBIMU 3HAHUSAMHU CO
CBEPCTHUKAMM M UCIOJIb30BaTh UX B KU3HM.

Cpennuii BO3pacT AJid MEPBOrO MOTPYKEHUS B HEU3BEIAHHBIC ITyYUHBI
WHTEepHETa—3TO 5-6 ner. B Hacrosimee Bpemst 6osee 70% nereit ot 7 no 12 ner
NoJb3yIOTCsE VHTEpHETOM CaMOCTOSITEIbHO, 4YTO cocTaBisieT npumepHo 20%
UHTEPHET-ay JUTOPUU CTPaHBbI.

Bce 310 npoucxoauT Ha (pOHE MUHUMAIbHBIX MO3HAHUN y MOJPACTAIOIIETO
MOKOJICHHSI 10 MHIMBUIyaIbHOMY 00€CIEUEHNI0 COOCTBEHHON MH(OPMAIIMOHHON
oe3onacHoctu. Kak cienctBue, B TeUEHUE MOCIEIHUX JIET YUCIO MPOTUBOMPABHBIX
NESTHUM, COBEpPUICHHBIX MPOTUB HH(POPMALMOHHOM O€30I1aCHOCTH, €KEroJHO
YBEJIMUYUBAETCSI.

Kazanock Obl, 4TO 3TO CIOKHbBIE 10 MEXAHU3MY COBEPILIECHUS MPECTYIUICHUS,
OJIHAKO, 90% COBEpIIAIOTCS  JIIOAbMH, HE  UMEIONIMMH  HHUKAKOIo
CIeUAIM3UPOBAHHOIO OO0pa3oBaHusi B JaaHHOW cdepe. U eciu roBoputh o0
MOJIOAEKHOW ayIUTOPUH, TO MOJIOBUHA COBEPIIAIOTCS Jullamu oT 14 1o 24 ner.

B cetu NUHTepHeT NEeUCTBYIOT T€ K€ 3aKOHBI, T€ K€ HPaBbl, T€ XK€ OObIUau,
YTO U B PEATBHOU JKU3HHU.

Texkymmii ypoBeHb NPECTYNHOCTH B c(hepe BLICOKMX TEXHOJIOT U

B 2019 romy B Pecnybmuke benapych mnpogoikuia HaOMOAAThCA
TEHJCHIUS  YBEJIMYCHUS  YHUCJIA  3apETUCTPUPOBAHHBIX  IMPECTYTUICHHMH,
OTHOCSITUXCS K c(hepe BHICOKUX TEXHOJIOTHH. B HacTosmiee BpemMs B pecyOIuke
3apeructpupoBaHo 10 539 BRICOKOTEXHOJIOTHYHBIX TIpecTyTuieHui. [Ipu aToM poct
NpeCTyIUIeHNH (UKCUPYETCs KaK 10 MPECTYIUICHUSM MPOTUB WH(GOPMAIMOHHON
0€30MacHOCTH, TaK U MO XUIIEHUSM C UCTIOJIb30BAHUEM KOMITbIOTEPHOU TEXHUKHU.

[Ipornosupyercsi, uro pa3sutrue IT-oTpaciu, wuropHoro OuzHeca W
(bUHAHCOBO-KpeUTHON cdephl, OyayT CIOCOOCTBOBATH COXPAHECHHUIO TECHACHIIUU
YBEJIMYEHHUSI YHACIIA JAHHBIX PECTYIICHUI.

IIpu sTOM yuuTBIBasi MOCIEAHUE OOIIEMUPOBBIE TEHACHIMUU, B MEPBYIO
ouepe/lb, TPOTHO3UPYETCS NAJbHEHIIEE YBEIMUCHUE KOJTMYECTBA XUIIEHUN TyTEM
WCIIOJIb30BAHUSI KOMMbIOTepHOW TexHuku (ctatha 212 VK) u  dakron
HECAHKIIMOHUPOBAHHOTO JIOCTyNla K KOMIIBIOTEpHOW uHpoOpManuu (CTaThs



349 YK), coBepmiaeMbIX IyTEM KOMIIPOMETAIIMH JAHHBIX JIepKaTeIe 0aHKOBCKUX
IUIATEKHBIX KapT IOCPEACTBOM (UIIMHIa ¢ HOPUMEHEHUEM COLMAIbHOU
VWHXCHEPUH U B3JIOMA YUYETHBIX 3alIMCEH MOJIb30BATENEN B COLUAIIBHBIX CETSX.

Kak He cTaTh KepTBOii PECTYIJIEHWH B COMAJIbHBIX CETAX

Ha cerogusimianii 1eHb B MOJIOJIEKHOU CPEAE MBI BPSJl JIM HAUIEM TEX, KTO
He Obu1 OBl 3apeructpupoBan «BKonrtakrey, «deiicOyke», «IHcTarpaMmy, KaKuXx-
an00 TeMaTHYecKuX (opyMax WM WHBIX TUIOMIAIKaX JJIsi BUPTYaJIbHOTO OOIIEHHUS.
B memoM 3T0 HOpMa, BeIb YEIOBEK KUBET B OOIIECTBE W CTPEMHUTCS OOIIATHCA.
OnHaKo HEKOTOpasi HEOMBITHOCTh, HAMBHOCTH M JIOBEPUYMBOCTH MOPOM MPUBOAAT K
HEraTHUBHBIM MOCJIC/ICTBUSIM.

Counanbibie  cetd, GOpPyMbl, OJIOTH — 3TO cpeda ¢ NPAKTUYECKU
MTHOBEHHOUW CKOpPOCTBIO pachpocCTpaHeHUsi WH(OpMaMu M AOBOJHHO CHUIBLHBIM
s deKkToM maMsITH (CONEeP)KUMOE MHOTHX COIIMATILHBIX PECYpPCOB MHACKCUPYETCS U
JIOCTYITHO M3 TMOUCKOBHKOB). Kpome TOro, pacteT HHIEKC ITOBEpHs K OTUM
UCTOYHUKAM MHGOpPMAIIIH.

OcHoBHas npobJieMa COIMaIbHbIX CETel — ATO JOBEPHUE K TEM, KTO BHECEH B
CIIUCOK «Jpy3ei». be3gymMHoe mnpeuioxkeHue «Apyk ObD» OT HEU3BECTHBIX WIIH
MaJIOU3BECTHBIX JIOJEd MOXET MPUBECTH K APAMATUYECKUM IOCIEICTBHSIM.
O4eBUIHO, YTO YPOBEHB JIOBEPUS K TEM, KTO HAXOJIUTCS B CIHUCKE «IAPY3€h», MO
OTIPEJICIICHHUIO BCET/Ia OyET BhIIIE, YeM K CiydailHbiM JTtosM. C OHOW CTOPOHBI,
ATO XOPOIIO, TaK KaKk (OPMUPYET JIOSIBHYIO ayJUTOPHI0 BOKPYT YEJIOBEKa, HO C
JPYTOU CTOPOHBI, OTKPBIBAET IBEPH IS 3JI0YMBIIIJICHHUKOB.

«Apyxeckuity CTUIb OOIIECHUS, PACTIPOCTPAHEHHBIM B COIMAIBHBIX CETSX,
oOMaHuuB. OH MOXKET CO3/1aTh JIOKHOE OIIYIICHUE, YTO BOKPYT TOJBKO APY3bs U
n00posKenaTeNu, ¢ KOTOPHIMUA MOKHO JIEHUTHCS JIF000H nHpOopMaIue.

OdyeHb XOpOWIO OTCYTCTBUE KYJbTYpbl OOLIEHUS, a TOYHEE, HaJuyue
AHTUKYJIBTYPBI PACKPBIBAET TAKOE SABJIEHUE, KAK «TPOJIUHIY.

Ha unTepHeT-cjieHre TPOIMHI(OT aHr. trolling —oBist peIOBI Ha OiecHY)
— 3TO HAMEPEHHO AarpeccCHUBHOE, XaMCKOE€, MPOBOKAIIMOHHOE, OCKOPOUTEIbHOE
MOBEJICHUE B WMHTEpPHET-AUCKyccuu. lleap Tpommst (Tpomte — 3TO TOT, KTO
3aHMMAETCsl TPOJUTMHIOM) —BBIBECTH COOECEIHHWKA W3 PaBHOBECHS, pa3KUTaHUC
CKJIOK B JIUCKYCCHSIX, TIPOBOITMPOBAHNE B3aUMHBIX OCKOpOjeHU# m T.a. [Tomumo
3TOTO, BUPTYAIbHOCTh  BBI3bIBaCT JA(M(EKT  «OHIAHH-PACTOPMAKUBAHUSY,
Onmaromapsi KOTOpOMY JIFOJIM TMO3BOJIIIOT cebe B MHTepHETe Takoe TMOBEICHUE U
BBICKa3bIBaHUS, KOTOPHIE HUKOT/Ia ObI ce0e He TTO3BOJIWIIN B PEATbHOM MUDE.

OOmieHne B CeTH, TOYHO TaKOE e O0IIeHNE, KaK U B OOBIYHOM JKU3HU, C TOH
JUIIb Pa3HUIEH, YTO JETH TOPOH JOBEPSIOT «BUPTYAIBHBIM APY3bsIM» TOpPa3io
Oonpie, 4yeM peadbHbIM. OCOOEHHO ATO O0OCTpSIETCS B TOT MOMEHT, KOIJa Yy
MOJIPOCTKA BO3HMUKAIOT MPOOJEMbl B pPEAJbHOM KU3HU WM B OOILIEHUH CO
CBEpCTHMKaMU. B ceTu o4eHb OBICTPO HAXOMSTCS «COMEPEKUBAOIINE» U
«coBerytomue». OTCIo]a U BOZHUKAIOT TaKME M3BECTHBIC NBUKEHUS Kak « CHHHM
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Kur» (korga mnoJapocTKa CKJIOHSUIM K COBEPIICHHIO CAaMOYOMICTBA) WIIH
«Komymbaith» (korma peOeHKa MOATAJIKUBAIM HAa COBEPIICHHE (DUIUUECKUX
pacnpas HaJl YUYUTEIAMH, YYaIlUMKCS WJIA TPOCTO HE3HAKOMBIMH JIFOJIBMH).

JUJ1s1 3TOr0 MCTIONB3YIOTCS CHELMATBHO CO3/JaHHbIE TPYIIIBL, @ TAKXKE 0COObIe
XamTeru—«kypatopy». «Kyparop»aaer HIKOJIBHUKY MHCTPYKIHMH: YTO HYXHO
JieNaTh, YTOOBI MPUCOEIUHUTHCS K UIpe. YUACTHUKH DTUX «TPYII CMEpPTH»
aCCOIMUPYIOT ce0sl ¢ KUTAMHU — BBICOKOPA3BUTHIMU KUBOTHBIMHU, KOTOPHIE SIKOOBI
OCO3HAaHHO COBEpINAIOT MAacCOBbIE CaMOyOWICTBa, BBHIOpAchIBasCh Ha Oeper.
CnocoOHOCTh Ha caMOYOMICTBO MPUBS3bIBAETCS K BHYTpeHHeW cBoOoae. KapTuna
U3IBIXAIONINX KUTOB HEKPACHBa, TO3TOMY B COOOIIECTBAX 3TH «CBOOOIHBIC» KHUTHI
aetaroT. M3 Tpynm cMepTH TMOKJIOHHUKH «MOpSI KHUTOBY» U «THUXHX JIOMOBY
penocTsT (MepechlIaoT APYT APYTY) BUACO U IpaduKy C JICTAIOMIUMU KUTAMH MO
MeIWTaTUBHbIE 3BYKH. [leTsaM mpeiararoT NporuTH SK3aMEH — MOBPEeIuTh ceds, a
HOTOM MPEOCTaBUTh (POTO U BUJIEO 3TOTO JJISl BXOXKACHUS B IPYIILY.

3a4acTyi0 3JIOYMBIIIJIEHHUKH BEAYyT OYEHb JONTYI0 | JAPYKECKYIO
MEPETUCKY, HAXO/AT clladble MECTa, BTUPAIOTCS B JIOBEPHUE, CTAHOBATCS JIyYITAM
JPYTOM WJIU TTOAPYTOH, ETAl0T BU, YTO TOHMMAIOT COOSCEIHUKA JIYUIlle BCEX Ha
CBETE, a TOTOM, MOHEMHOTY HaYMHAIOT CKIIOHITH K TeM JIMOO MHBIM JIEHCTBUSIM,
MaHUITYJIMPOBATh WM MIAHTaXUpoBaTh. [Ipecnenys 3Ty 1enu, 310yMbIITUICHHUKA
MOpON UCHONB3YIOT GoTorpaduu «Jipy3ei» u3 MpoPuiIst MOAPOCTKA, UYTOOBI
co3laTh MyONUKAT CTPAHHIIBI ITOTO «JIAPyTa» M SKOOBI OT €ro MMEHH YKE BECTH
MEPETUCKY.

O06e30MacuThCsl OT 3TOTO MOXHO JIMIIb Pa3BUBAsi KPUTHYHOE OTHOILCHHE K
coOeceTHUKaM B CETH M MX CIIOBAaM, TIPOSIBIISISl HE MEHBIIYEO OCTOPOKHOCTD, YEM B
0OBIYHOH >kM3HHU. He ciemyer BBICTABIATH BCIO CBOKO JKM3Hb HAIlOKa3, TOHSICH 3a
MHHMOHN HM3BECTHOCTHIO, «IaKaMu» W KOMMEHTapHSIMU U KOHEYHO K€ CJeIyeT
NIOHUMATh, YTO CJIOBA, HAIMMCAHHBIE B IMYHBIX COOOIICHUSX, OTIIPaBIeHHOE (OTO U
WHBIE  CBEJCHHS, MOTYT CTaTh  HMHCTPYMEHTOM, KOTOPBI  MO3BOJHT
MaHUIYJIUPOBATH COOECETHUKOM.

Bropas yrpo3za cBd3aHa CcO B3JIOMOM IIOJIb30BaTEIbCKUX 3alucen
COLIMAJIBHBIX pecypcoB. M1 3TO mpoHMcXOoauT HE MOTOMY, YTO HMCIIOJIb30BAJIUCH
IPOCThIE Mapojii (UTO KOHEYHO TOKE ObIBAeT) WJIM OHHU 3alMCHIBAJIUCh TIJIE-TO,
rpy00 TOBOps «Ha OyMaskKe» U KTO-TO MOT UX «IIOJICMOTPETHY.

[Tpobnema Hocur Oonee MaciiTaOHBI xapakTep. VCTOYHHMKOB yTEUKH
NEepCOHAIbHON HMH(OPMAIMM O JIOTMHAX M MapoJsiX IOJb30BaTeNel JaHHOU
COLMATIbHON CETH KpailHe MHOTO M B MOJABIISIIOIIEM OOJBIIMHCTBE CIy4yacB BHUHA
JIEKUT Ha CaMUX MOJIb30BATENSAX, KOTOPbIE OCYILECTBIISUIA aBTOPU3ALIMIO HA UHBIX
pecypcax WIM B TNPWIOKEHHUSIX Yepe3 CBOM YUETHBIE 3alKMCH B COIMAJIBHBIX
cersx.Hanpumep, nns ckauMBaHUS MY3bIKM WIM BHIEO(AilIoB, MOTyYEHUS
MHUMOTO BBIMTpPBIIIA. YacTh M3 JaHHBIX PECypcoOB ObLTM CO37aHbl UMEHHO MJIs
cbopa nepcoHanbHOU HHPOPMALIUH.



[TocpencTBOoM B3JIOMa 370YMBITIUICHHUK MOYKET TIPOHUKHYTH B COITHATBHYIO
CETh, pa3ociaTh MO €€ CIHCKY Apy3ed (UIIMHTOBOE (WM 3aBEIOMO JIOKHBIE)
COOOIICHHE U TIOJIYYUTh JICHBIU JINOO MOTHBHUPOBATH TOJydaTesiel K KaKuM-Tr00
HETaTHBHBIM JCUCTBUSAM. Hampumep, mpoHTH MO yKa3aHHOW CCHUIKE W 3aITyCTHUTh
BPEIOHOCHBIH KOJI.

Takum oOpa3om, mociie COBEPIICHHS HECAHKIIMOHHUPOBAHHOTO JOCTyMa K
NEPCOHAIIbHBIM aKKayHTaM, B T€YEHHUH IEPBbIX CYTOK PA3BUBAIOTCS CIEAYIOLINE
CLIEHAPUHU:

1). 310yMBINIJIEHHUK PACCHUIAET BCEM BUPTYAIbHBIM <«JIPY3bSIM» TOTEPIEBIIETO
pOoChOy TMOJ PA3TUYHBIMU TIPEAJIOTaMHU  COOOIIMHMTh PEKBH3UTHI OaHKOBCKOM
MJIATEKHON KapThl. DTO MOXKET OBITh €€ ()OTO MM MPOCTO HOMEP, CPOK JACHCTBUS U
WHBIC PEKBU3UTHL. [Ipr 3TOM XOTh B OONBIIMHCTBE CBOEM ITKOJILHUKH OAHKOBCKHX
KapT HE WUMEIOT, HO JKellasg MOMOYb «IPYTy», OYeHb YaCTO HCIOJIB3YIOT KapThl
CBOMX DPOJICTBEHHHUKOB M Jpy3eu. llopoil mpecTynmHMKHM mpocAT mpocTo HOMEp
MOOHMIIBHOTO TenedoHa MO0 MBITAIOTCS MOXUTHTH CO CYETa JICHBIU WM HA00OPOT
UCIIOJIB3YIOT €r0 KaK MPOMEXYTOYHOE 3BEHO, HAIMPABISAS Ha ATOT CUET UYKHUE
JICHBI'M, TIEPEBOJI UX 3aTEM JaJIbIlle, YTOOBI 3amyTaTh CBOU cieabl. [IpakTudyecku
BO BCEX CJIy4asX XWIICHHS JCHEKHBIX CPEACTB CO CUETOB MOOMIIBHBIX TeIe()OHOB
MOTEPIIEBIIINE COOOIIATN MPECTYIMHUKY MEPCOHATIbHBIE KOJIbI, PUXOIAIINE B BUJIE
CMC-COO0OIIIeHHH Ha TenedoH.

AHanu3 mokasbiBaeT, uyto He Oosiee 20% mronel, MOMYYUBIIUX TaKHUe
COOOIIIEHMS, CBA3BIBAIOTCS C BJIA/IENbLEM CTPAHULIBI, YTO B 3TOW CUTyallUU KpailHe
BaXHO. YTOoOBI oOe3omacuth cedsi OT 3TOro BUJA MPECTYIUICHHM, HE CTOUT
COO0IIaTh HUKOMY PEKBHU3UTHI TOCTYIMHOW OAHKOBCKOW TIJIATEKHOW KapThl WUITU
HOMEpP MOOMJIBLHOTO TellepoHa U CoAepIKaHUE CMC-COOOIICHUMN, MOCTYIAOIINX JIJIS
MOATBEPIKJCHUSI COBEPIICHUS omepanuu. ExXeTHEeBHO Ha TEPPUTOPHUM HaIeh
CTpaHbl GUKCUPYETCS HECKOIBKO TOI00HBIX CIITyJaceB.

2). 370yMBIIJICHHUK HW3y4aeT COJepKaHWe TEepenucOK MOTEpIEBIIEr0 U
UCTIONBb3YET HX COJCpKAaHME B KAayecTBE HWHCTPYMEHTa JJIsi BBIMOTaTeIbCTBA
JICHEXKHBIX cpencTB. TakuM 00pa3oM, HHCTPYMEHTOM BBIMOTATENILCTBA CTAHOBSITCS
JUYHbIE JAMAJIOTH Ha OTKPOBEHHbIE TeMbl, (oTorpaduu, copepxkamuecs Ha
CTpaHUIIE M HWHbIE JU4YHble JaHHble. OOBIYHO Tepes; TeM Kak CBS3aThCS C
NOTEPNEBIINM, TPECTYIHUK JeJaeT CKPHUHIIOT CIHCKa BCEX €ro Apy3ed u
onmuskux. M30exarh moJ00HOTO BO3MOXKHO JUIIb IyTEM PETYJSPHOM YHCTKU
CBOMX JMAJIOTOB W yAAJICHUS U3 CETH Bcel MHQPOpMAIUH, KOMIPOMETHPYIOUIETO
Xapakrepa.

3). 370yMBIIUIEHHMK HA4YMHAET pacchbulaTh Pa3JIMYHOIO pojAa MOpOYallyro
uH(OPMAITUIO OT UIMEHH BJIAJICIbIIA CTPAHUIIBI MHBIM TIOJIb30BATEIISIM.

B cinywyae oOHapyXeHHs «B3JIOMa» aKKayHTa, TMPEeXAEe BCEro CIeayeT
MOMBITaTHCS BOCCTAHOBUTH JOCTYI HaubOoOJee MPUBBIYHBIM CIIOCOOOM, ITyTEeM
OTIPaBKU COOOIIEHUsI Ha «IPUBS3AHHBIA» HOMEpP MOOWIBHOTO TelepoHa WM
AJIEKTPOHHYIO MOYTY, KPOME 3TOTO, CIEAYET OMOBECTUTH JIPy3ed U 3HAKOMBIX 00



WHITUJICHTE, UCTIOJIb3YS MHBIE COIMANBHBIC CETH U MECCEHDKEPHI. TaKxke, 9ToOBI B
KaKoh-TO Mepe o00e3omacuth ce0s OT B3JIOMA, CHEHUATUCTBl PEKOMEHIYIOT
«TPUBS3aTh» CTPAHUILY COIMATBHOW CETH HWMEHHO K HOMEpPYy MOOHIBHOTO
TenedoHa, a HE K aJpecy dSJIEKTPOHHOW mouThl. [ToMHMO 3TOro, B HacTpoMKax
CTpaHUIBl B pazzaene «be3omacHOCTh» MOAKIIOUNTH ycuyry «lloaTBepxkaeHue
Bxona». [Ipm sTom BXoa Ha Bamry cTpaHWily ¢ HEM3BECTHOIO KOMITbIOTEpA WU
MOOMIBHOTO TenedoHa Oyner He BO3MOXKEH 0€3 3HaHuS KOjJa, KOTOPBIU
aBTOMATUYECKHU OYJIET BHICIIAH HA yKa3aHHBIN MPU PETUCTPAIIMN CTPAHUIIBI HOMED.

Kak He cTaTh KepTBOM NPeECTYIJICHUH NPOTHB HHPOPMALIMOHHOI
0e30macHoOCTH

OCHOBHBIM HMCTOYHMKOM OIACHOCTH JJIsI TI0JIb30BaTeNIe KOMIIbIOTEPOB
ObLJIM U OCTAIOTCS BPEJOHOCHBIE MPOTpaMMbl, KOTOPBIE C Pa3BUTHUEM CETEBBIX
TEXHOJIOTUN MOIYYUIIH HOBYIO CPELY JUIsl CBOETO paclpOCTPAHEHHUS.

BpenonocHsle mporpaMMbl MOKHO pa3JeiuTh HA TPU IPYIIIBL:
— KOMITBIOTEPHBIE BUPYCHI;
— CETEBbIC YEPBU;
— TPOSIHCKHE MPOTrPaMMBI.

KoMnbroTepHblii BUpyc— 3TO OOBbIYHAs Iporpamma, KoTopas oOjagaeT
CIIOCOOHOCTBIO  CAMOCTOSATENIbHO MPHUKPEIUIATHCS K APYrMM  pabOTaronIuM
nporpaMmam, TakuMm oOpa3zoM, mnopaxas ux paboTy. Bupycbl caMoCTOSTENbHO
pacpoCTpaHsIOT CBOM KOIMHH, 3TO 3HAYUTENIBHO OTJIMYAET MX OT TPOSHCKHUX
nporpamm. Takke OTIIMYME BUpYyCa OT YEepBS B TOM, UTO JUJIsi pabOThl BUPYCY
HY>KHA MpOrpaMMa, K KOTOpOH OH MOKET MPUIHUCATh CBOM KO/I.

Ckpunrt-BUpyChl M 4YepBH JOCTaTOYHO MPOCTHl I HAlHUCAHUS M
pacpoOCTPAHSIOTCA B OCHOBHOM TOCPEIACTBOM 3JIEKTPOHHON MOYTHI. CKPUIITOBBIE
BUPYChI UCHOJIb3YIOT CKPUMTOBBIE SI3BbIKM JUISI pa0OThI, YTOOBI J00ABIATH ce0sl K
HOBBIM  CO3/IaHHBIM CKpPHUIITaM WJIM PacHpoCTpaHAThCA dYepe3  (PYHKUUHU
ornepalMoHHOM cetu. Hepeako 3apaxenue npoucxoauT no E-mail unum B
pe3ynbrare oOMeHa (QailaMu MeXxay NoJjb3oBarensMu. YepBb — mporpamma,
KOTOpasi HE TOJIBKO Pa3MHOXKAETCS CaMOCTOSITENIbHO, HO IPU 3TOM HHQULHPYET
Jpyrue nporpaMMsl. YepBU IPpU pa3MHOKEHHHM HE MOTYT CTaThb YaCThIO APYIHX
IPOrpaMMm, YTO OTIMYAET UX OT OOBIYHBIX BUJIOB KOMIIBIOTEPHBIX BUPYCOB;

Tposinckne mporpaMmbl— 3TO MPOrPaMMbl, KOTOPbIE JTOJKHBI BBITIOJIHSTh
OTIpEJICJICHHbIE TIOJIe3HbIe (YHKIMHM, HO TOCie 3alycka TakKuX MporpaMm
BBITIOJIHAIOTCSL JIEUCTBUSI JPYroro xapakrepa (paspyumurenabHbie). TposiHbl He
MOTYT pPa3MHOXKaTbCAd CAMOCTOSITEIbHO W 3TO OCHOBHOE UX OTJIWYHE OT
KOMITbIOTEPHBIX BUPYCOB.

KpOMC 9TOro, B HaCTOAIICC BPCMs IOJYUMUIN IIHUPOKOEC paClIpOCTPAaHCHUC U
HWHBIC IIPOTPAMMHBIC ITPOAYKTBI, HOCAIINC BpCI[OHOCHBIﬁ XapaKTep.



Bot-certn.

Bot-cetb 31O mnosnHOLEHHass ceTb B MHTepHeT, KOTOpas MOAJIEKUT
aAMUHUCTPUPOBAHUIO  3JIOYMBIIUIEHHUKOM M COCTOSIIasi M3 MHOTUX
UHQUIUPOBAHHBIX KOMIIBIOTEPOB, KOTOpPbIE B3aUMOJCHCTBYIOT MEXAy COOOM.
KoHTpons Haj TakoW CEThIO JOCTUIAETCsl C MCIIOJIB30BAHUEM BHUPYCOB HIIU
TPOSIHOB, KOTOPbIE IPOHUKAIOT B cucteMy. [Ipu padore, Bpe1OHOCHBIE MPOTPaMMbl
HUKAK ce0s1 HE MPOSBIAIOT, 0KUAasi KOMaH/bl CO CTOPOHBI 3JI0yMBIIUIEHHUKA. YTO
WHTEPECHO, NOJIb30BATENIN 3apPaKEHHBIX KOMIIBIOTEPOB MOTYT COBEPIICHHO HE
JIOTA/IBIBATHCS O MPOUCXOAIEM B CETH.

PexkyiamMHbIe MpOorpamMmel.

[Ton pexnaMHBIMH ¥ UH()OPMAIIMOHHBIMHU TTPOTPAMMaMU TTOHUMAIOTCS TaKWE
IpOrpaMMbl,  KOTOpbIE, TOMHUMO CBOE€M  OCHOBHOM  (YHKIMH, TaKxke
JEMOHCTPUPYIOT pPEKJIaMHbIE OaHHEPbl W BCEBO3MOXKHBIE BCIUIBIBAIOIINE OKHA C
peksamoii. Takue COOOIIeHHsS ¢ peKJiaMOi MOpoW ObIBAET JTIOCTATOYHO HEJIETKO
CKPBITh WJIM OTKJIIOUHUTH. PekilaMHbIE TPOrpaMMbl OCHOBBIBAIOTCS TIpH paboTe Ha
MOBEJICHUE TOJIH30BATEICH KOMITBIOTEPA U SIBIISIIOTCS JTOCTATOYHO MPOOIEMHBIMU
10 COOOpaXKECHUSIM 0€30ITaCHOCTH CHCTEMBI.

Baknopsl (Backdoor).

YTUAUTBL CKPBITOTO AJMUHUCTPUPOBAHUS TO3BOJISIIOT, OOXOJASl CUCTEMBI
3aIIMUTHI, IIOCTaBUTh KOMIIBIOTED YCTAaHOBHUBILETO IIOJb30BATENS IO CBOU
KOHTpoJb. [Iporpamma, kotopas paboTaeT B HEBUIUMOM DPEXKHUME, AAET XaKepy
HEOrpaHWYEHHbIE ITpaBa s ynpasieHus cucreMoil. C noMoipto Takux backdoor-
IIPOrpaMM MOKHO IIOJyYUTb JOCTYIl K II€PCOHAJIBHBIM M JIMYHBIM JIAHHBIM
I10JIb30BATEII.

DapMHUHI.

dapMHUHT — 3TO CKpbITasg MaHUIYJAus host-gaitinom Opay3sepa ays Toro,
yTOOBI HAIpaBUTh TOJB30BaTeNs Ha (anmbIIUBBIA calT. B pesymprare 3TOTO
3apaX€HHasi cUCTeMa OyJeT 3arpykaTth TOJBKO (palbIIUBBIC CAWTHI, JaXXKE B TOM
ciyvae, eciii Bbl mpaBuiIbHO BBEAETE aJIpeC B CTPOKe Opaysepa.

DUIINHT.

OUIIMHT T0CIOBHO NEPEBOJUTCA KAK «BbIYKMBAaHUE» JIMUHON MHPOpPMALIUU
MOJIB30BATEISI IPU HAXOXKIEHUU B CETH MHTEPHET. 3JIOYMBIIUICHHUK MPU CBOUX
JEUCTBUAX OTIPABIAET IOTCHIMAIBHON JKEPTBE JJIEKTPOHHOE IIHCbMO, Tl
YKa3aHO, 4TO HEOOXOAUMO JUIsl TIOATBEPKIACHUS BBICIATh JIMUHYIO WH(GOPMALHIO.
C HCNONb30BaHUEM TAaKHMX IOXUILIEHHBIX JAHHBIX XaKep BIIOJHE MOXET BBLAATH
ce0s 3a Jpyroe JIMLO U OCYIECTBUTH JIFOObIE JEHCTBUS OT €ro UMEHH.

[Tonw3oBaTenu cetu VHTEpHET MOTyT CTaTh JKEpTBAaMU U MPeCTYHMHBIX
NMOCAraTe/JIbCTB, COBEPIIAEMbIX MO KOPBICTHBIM MOTHBAaM, IIPH 3TOM BO3pacT
MOTEPIEBIINX OT MOIOOHBIX JEUCTBUH JaleKo He Bceraa crapiie 18 jer.



YrtoObl HE cTaTh KEPTBOU MOJOOHBIX MPECTYIUICHUH HUKOMY UM HUKOTJa HE
CTOUT CcOOOLIaTh MOAPOOHYI HMH(pOpMaLMI0 0 0aHKOBCKOM KapTe, B TOM YHUCIE
MWH-KOJI U TOJy4YEeHHBbIE OT OaHkKa OJHOpa30oBble maposid. Eciu uHdopmarus o
KApTOYKE XpaHUTCA B cCMapTHOHE WM IUIAHIIETE, HE CIEeAyeT NEPEeXOAHUTh I10
CChUJIKAM, IOCTYNHUBIIMM C HEU3BECTHBIX HOMEpPOB, a TaKXKE YCTaHaBIIUBATh
IIPWIOKEHUS U3 HEU3BECTHBIX HCTOYHHUKOB.

Kpome 3Toro, ciaeayer moMHUTh, UTO €CJIM PEKBU3UTHI KapThl COXPAHEHBI B
cMapT(oHE WIN KaKOM-ITMOO aKKayHTe, TO B CIIy4ae YCTaHOBKHM IUIATHOTO
NPWIOKEHUS! C U3HAYAIbHO OECIUIaTHBIM MPOOHBIM MEPUOAOM, MOCIE WCTEUEHUS
yKa3aHHOTO MEepHo/Jia, MaTHas MOJIUCKA IPOJUIUTCS aBTOMAaTUYECKU U JCHEXKHbBIE
CpEICTBA CIIUIIYTCS CO CUETA.

IHamarka AJIH YIJalllMXCs.
HUKOT JIA:

e He ocTaBisiil B MHTepHeTe cBOM HoMmep TenedoHa, AOMAIIHUN aapec Wiu
HOMEp LIKOJIBI;

® HE OTHpaBJIsSIi HUKOMY CBOIO (QoTrorpaduio, HE IOCOBETOBABIIUCH C
POAUTEISIMU;

® HE JOroBapuBaiics O BCTPEYE C MHTEPHET-3HAKOMBIMH 0€3 COMPOBOKICHUS
B3pPOCIBIX,0HH HE BCETJa SBJISIOTCS TEMH, 32 KOTO CE0sl BBIJIAIOT;

® HE OTKpbIBall NPUKPEIUIEHHBIE K JJIEKTPOHHOMY NHUCbMY  (ailibl,
IIPUCJIAHHBIE OT HE3HAKOMOTO 4esoBeka. Daiiibl MOTYT COAEPKaTh BUPYCHI
WIH JpyTHe MPOrpaMMbl, KOTOPbIE MOT'YT NOBPEIUTH BCIO MH(POPMALIUIO WIH
IporpaMMHOE 0OecTieuyeHe KOMITbIOTepa;

e He OTBeYail Ha HenoOpo’KeraTeNbHbIE COOOIIEHHS WJIM Ha COOOIIEHUS C
IIPEUIOKEHHUSIMU, BCETIa PACCKA3bIBAM POAUTENAM, €CIIN ITOIYYNIT TAKOBBIE.

BCEIJA:

e OyIb BHUMATEJbHBIM, MOcenas yarbl. Jlaxe eciiv B yate HalMcaHo, YTO OH
TOJIBKO JJIsl JIeTed, HeIb3sd TOYHO CKa3aTb, 4YTO BCE IOCETUTEIH
JEHCTBUTENBHO SIBISIOTCS TBOMMHU pOBECHHMKaMHU. B warax MoryT cuuersb
B3pOCIIbI€, NBITAIOIINECS T€OS OOMAHYTh;

e CHpalivBal y POAUTENEH pa3pelIeHUs] TOCUIETh B YaTE;

® [IOKMJAWH 4YaT, €CIM Ybe-TO COOOIIEHHE BBI3OBET Yy Te0s UYBCTBO
OecnokoiicTBa uinu BoiHeHue. He 3a0yp 00CyUTh 3TO C pOAUTENISIMH;

e Jiepku HH(pOpMALMIO O TapoJie IPpU cede, HUKOMY €T0 HE TOBOPH;

® CCJIM YCIIBIINIIb WK YBUAMILB, YTO TBOU APY3bsl 3aXOT B ““HeOe30IacHbIe
30HBI”, HAallOMHU MM O BO3MOXKHBIX ONACHOCTSIX M IOCOBETYH, KaKk MM
IIPaBUJIBHO MOCTYNHT;

e Oy/b BHUMATEJEH MPU 3arpy3ke OecIuIaTHBIX (DaiiJIoB U UTP HA KOMITBIOTED,
TeOsI MOTyT OOMaHyTh: Ha)kKaB Ha CCBUIKY, Tbl MOXEIIb IONAcTh B
“Hebe30macHyl0 30HY~ WM 3arpy3uTh Ha CBOW KOMIIBIOTEp BUPYC WIIU
porpammy — IIIHUOH;



® ¢ClId TIONYYMIIM OCKOPOJISIIOIIME COOOIIEHHS, PACCKaXUTe 00 OSTOM
POIUTENSAM;

® [IOMHH, YTO €CJIM KTO-TO CHACIAeT TeOe MpeIOKEHUE, CIHMIIKOM XOpOoIIee,
9TOOBI OBITH TIPABIOM, TO ITO, CKOpEEe BCEro, 0OMaH;

® JIEPXKUCH MOJAJIbIIIE OT CAUTOB «TOJIBKO ISl TE€X, KOMY yXkKe ecTh 18». Takue
NpEeAYNpPEKICHUS Ha calTax CO3/IaHbl CHEIUABHO JIJII TBOCH K€ 3alUTHI.
CaifTel 17151 B3POCIIBIX TaK)KE MOTYT YBEJIMUUTH TBOM cUeT 3a IHTEepHeT.

PeGsita oueHb xoueTCs BEPUTH, UTO MOCIE Halleil Oecenbl BbI MPHUMETE BCE
BO3MOYHO€, 4TOOBI 0O€30MacHO MO0JIb30BaTh VHTEpHETOM U HE CTaTh KEPTBOU
NPECTYTHUKOB, COBEPIIAIONTUX MPECTYIUICHUS B c(hepe BHICOKUX TEXHOJIOTHIA.



